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Charle Remen (Guest) 04/03 11:18

@ Dette blir helt supert & Og IT avdelingen var sa seg villig til 4 sette opp Power pages pa engelsk i full fart i dag, sé jeg kan

feire litt &
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Ulrikke Akerb:

Charle Remen (Guest) 0
Dette blir helt supert & Og IT avdelingen var sa seg villig til & sette

opp Power pages pa engelsk i full fart i dag, sa jeg kan feire litt @
Stralende! e

Torill Svantorp (Gu

@ Veldig bra, takk for at du setter opp, Ulrikke! @&
$
10 March
10/03 09:22

Hei gjengen! Har dere sett at vi endelig kan bruke Environment Variabler i Site Settings? Dette er utrolig kult! Og det gjer at vi

endelig kan gjere mye av det samme som vi fer matte bruke Deployment Profiles og Azure DevOps Pipelines til kan vi na fa til
med Power Platform Pipelines! e
3 é

Streamlining ALM in Power Pages with Environment Variables for Site Settings - Mi oft Power Platform Blog
https://readyxrm.blc vironment-variable:

X

Power Pages: Site Settingsai  Power Pages: Site Settings as Environment ...

i "3“ Currently rolling out to is the ability to configure Power
‘ - Pages site settings as environment variables. Why is this...
< = ¥

readyxrm.blog

v S
?ga

Today

Hey folkens! Er dere klare for ny runde med Portallunsj? Den 14. Mai kl. 11 er vi pa igjen. Pamelding her:
ntdetails/?eventid=194d6836-21e9-ef11-be1f-6045bdd5da15

https://community.powerplatform.com/usergroups/e

Ulrikke Akerbak changed the group profile picture.

Type a message




PORTALLUNSJ

PORTALLUNSJ

Last ned tidligere presentasjoner lengere ned pa siden.

Last ned dagens presentasjon

Neste Portalluns;j

Du kan laste ned dagens presentasjon
som en PDF og fa med alle klikkbare ‘h’:sit Power Pages User Group
linker fra B

Information about Portallunsj (in
Norwegian)

Wi samles en gang i kvartalet for a diskutere og dele erfaringer fra Power Pages pa norsk!

httos://ulrikke.akerbak.com/ ortallunsj i o

portallunsjene har vi innhold for bade dere som akkurat har begynt a leke med Portals, og dere
som er mest interessert i avanserte Portals-temaer.

Fast kjoreplan:
:‘::;oi! o%;.! o 8‘::.:’. H » Nyheter

= Arrangementer

= Ut-Av-Boksen-tema
= Avansert tema

= MNeste mote

Kom gjerne med innspill og ideer hvis du har noe du vil dele. eller forslag til hvilken ut-av-
boksen-funksjon eller avansert tema du ensker & vite mer om. Det kan vaere alt fra demo aven
liten feature du leker med i en trial til & presentere en hel portal du jobber pa. vi gleder oss tila
se hva du jobber med om dagen

Spre ordet og del med de du kienner som er interesserte | Power Pages der ute. Her ermalet a
koble sammen nettverket til alle som jobber med Portals i Norge sa vi kan bli bedre sammen!

ot

Haper vi sees

'ae . :0: : - :: O!: . el o Hilsen Ulrikke Akerbaek og resten av Power Pages User Group Morway
(@) ik e | N
MU O OE x Last ned presentasjoner fra tidligere

Portallunsjer
2023-08 Portalluns)-August-2023 -



https://ulrikke.akerbak.com/portallunsj
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Spennende prosjekt/case?

Problem?Utfordring?Blocker?
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Enhance site e -
creation processes Power Pages

and security

usingagents  |:T =7 I 2025 Wave 1

Release

Vicrosof - Highlights

Power Platform

Upgrade a Power Pages site | Microsoft Learn



https://learn.microsoft.com/en-gb/power-pages/admin/upgrade-site

Enhance site
creation processes
and security
using agents

¥ Microsoft

M Power Platform




Power Pages

&
O
Pages
2
Styling
55

@ ColorCloud - Public - Saved ~ 8] B Preview E Sync

Securi .
v Run scan (preview)

Monitor Stay ahead of security threats and run a security scan. This will help detect vulnerabilities and potential risks to the stability of your site. Learn more | View Preview terms | Third Party Notice

B9 Runscan (preview)

Protect B
Security scan result ©® L Download report (in en-US}

Web roles

|

) Ej Page permissions A The security results are for anonymous pages only. To include authenticated pages, start a new scan and select “Include authenticated pages’ setting.
< Table permissions
Secu =
ity . . .
@ Web spplication firewsl 6 Security checks have raised alert for your site

31/37 31/37 Security checks passed.

Manage Last updated 20/04/2025, 08:54:45. Run scan again to view the latest security strength.

@ Identity providers

Deep Security

@ Site visibility
@, Advanced settings (preview) @ Security Check Status Recommendation
> Anti-clickjacking Header © Failed Fix 1 alert
> Content Security Policy (CSP) Header Not Set @ Failed Fix 1 alert
> Cross-Domain JavaScript Source File Inclusion @ Failed Fix 1 alert S C a n
> Cookie Without Secure Flag @ Failed Fix 1 alert
> X-Content-Type-Options Header Missing @ Failed Fix 1 alert
> Application Error Disclosure @ Failed Fix 1 alert
Trace.axd Information Leak @ Passed No action required
ELMAH Information Leak @ Passed No action required
CRLF Injection @ Passed Mo action required
Hidden File Finder @ Passed No action required
Vulnerable JS Library (Powered by Retire.js) @ Passed No action required

Run security scan (preview) | Microsoft Learn

Run security scan with Power Pages | Power Platform Shorts



https://www.youtube.com/watch?v=Mj8oIRmSjjE
https://learn.microsoft.com/en-us/power-pages/security/security-scan

Learn / Power Platform / 5 e 1plan / / Design studio /

Enhance modern list with custom JavaScript
and new controls

Article » 03/19/2025 « 1 contributor & Feedback

In this article

Busir lue

Feature details

@® Important

Some of the functionality described in this release plan has not been released. Delivery timelines may change and

projected functionality may not be released (see Microsoft policy ). Learn more: What's new and planned

. Expand table

Enabled for Public preview General availability

Users by admins, makers, or analysts Sep 2025

Business value

You can now enjoy better performance, visual refresh, and styling capabilities with the modern list. These enhancements

include custom JavaScript for styling, bringing it to parity with the classic list.

Feature details

The modern list component will now support custom JavaScript, metadata filters, and other features available in the

classic list. These enhancements improve performance, visual refresh, and styling capabilities.

(@ Note: The author created this article with assistance from Al. Learn more




Demo Video

Below is a video that demonstrates how these context-specific actions work within VS
Code Desktop.

|®) > @ portalconfig
‘ > @ content-snippets
— Microsoft Power Platform Q0 > & page-templates
> B web-files

> i@ web-pages

> @ web-templates

Power Pages Actions [l

publishingstate.yml
in VS Code Desktop -G ! sitemarker.yml
! sitesetting.yml
. . ! webpagerule.ym|
Simplify your development workflow I webroleymi
! website.yml
! websiteaccess.yml
> OUTLINE
> TIMELINE
Vv POWER PAGES ACTIONS
v 8 Contoso-dev
v B Active Sites
® ContosoSales Ci

Introducing Actions Pane for Power Pages Sites in VS Code DeshKitiprosoft Power Platform Blog


https://www.microsoft.com/en-us/power-platform/blog/power-pages/introducing-actions-pane-for-power-pages-sites-in-vs-code-desktop/?msockid=35a1adb2703460763f3db80e71336159

Hvilke av temaene vil du hgre om neste gang?

Skrivi chatJ )
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&¢® Power

= CAT

ower Pag

es CA

Do you want Microsoft engineering level
confidence on your solution architecture or
unblock a problem related to Power Pages
websites? We can help!

We can help address up to 3-5 Top Concerns / Blockers for Power Pages
1. We are here because of this issue ...

2 We can use help rationalization with this new feature...

3. We can use help rationalization with this new platform change...

4 We need to get Microsoft opinion on this solution design item...

Qualifications
Power Pages licensing commitments one or more of:
100,000+ Unauthenticated Monthly Active users of Power Pages
100,000+ Authenticated Monthly Active users of Power Pages
$100,000+ USD Power Pages SKU Licenses
Participation in Customer Evidence motions

Readiness Prospect (Pre-sale):
Solution design ready to discuss
Specific questions or concerns identified
Partner identified and can join the call

Readiness Project (Post-sale):

- Solution design ready to discuss
Specific questions or concerns identified
Technical Project team intact and can attend
Go live plan identified (dates, users, regions)

Ability to engage remotely:
Current our staff is in East US time-zone, English-only
Onsite travel possible if paid by local Microsoft team or Customer

Review vs Design Clarification:
This a Solution Architecture Review not Solution Design

Power CAT Solution Review for Power Pages

4

Timeline
Typically, a 2 Week Engagement

Kick off Meeting (1hour)
Go over expectations and process
Meet the customer and project team
Introduce the CAT doing the review

Solution Review Meeting (~~hrs)
Customer and Project team show project
Technical staff from project are on the call
Pages CAT would ask both technical and business questions

Processing time (up to 1 week)
Time to analyze and review
We might follow up with questions
Sometimes an extra meeting is requested

Findings Review Meeting (1-~hours)
Attended by customer and project team
Pages CAT Review findings, recommendations
Pages CAT notes any roadmap or private preview

Output

Power CAT Solution Review Report
Official Recommendations
Resources & Education Materials



Power CAT (Customer Advisory Team)
Power CAT Intelligent Applications

Prepared By : Nikita Polyakov

8yrs at Microsoft : Worked with this technology since AdxStudio Portals v5
» Syrs at FastTrack for
Dynamics 365
» 3yrs at Power Pages (3 Pty 15V Soation) Oynamics 365 Porals Power Poges
Power CAT : !
ED ) €&
Implementation |
Consulting at Rt
TUENAE Y Microsoft Partners: F A2 4 sty
Principal Program Manager * Powe rOb.iECtS adxstudio S ’
» Tribridge
nikpol@microsoft.com . AgllEThOLJght

Started career as .NET
and SQL developer
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Power Pages Solution Review
High-level scoring : Contoso Portal

BT

Solution Fit v
== Architecture Documentation —

== Geographic Residency !

== Users & Licensing —_

== Licensing Cloud Capacity .
| Load Testing !

== Security Testing —

Go Live Readiness

Customization

<l

Caching

User Identity

ALM

Data Security

Custom Integrations

Al Capabilities
Modernization/Migrations

Roadmap Asks

- Legend:

) Good
== Did not review
/\ Concern/Risk



Solution Fit
a Grean

- Solution Fit

Mo eoncems

Reves
Fosper Pages i
acoess ko data for
rataverss Dy
chata soure ma good

+ Wiy this is impartant

Licensing and Cloud Capacity

- Relationship between Licensing
and cloud capacity
During review discussed why load tesing

i necesary for both partie: to know the
Ipad and the cutcome:.

Beview plars.

Go Live Readiness

Dicl ot sk

- Go Live Check-list Plan

il ot review

* 1Go Liva Flan o
- e

Why this matters?

- Pages SKU assigned to emvironment
dictates maximum web servers for
paweer pages websites

- Mot assigning capacity is against
licensing agreamaent and can burt
and uger gxperience

+ Dan't leave this planning to the
end. You want to consider
ntermal, exterral and end-
Custamer communication
plans.

+ Example: Who will buy the
custom domain and S517

Data Security

- Web Roles Reviewed
Only 1 detault web role
- Table Pemissions Reviewe d
Revinw Global scopein Tabled/Tabl el
- Web AP columns set
Spadific columins listes

Why is this important?

+ Table Permissions and Web Roles
drive the most important aspect of
Pages website — users access to data,
misconfi gurastion here can lead to
data exposure

o Wk Fike - AP Lsis

iy hawe Tabi Purmission or ads Mmsm“;?mmm Migration £ E

Ensiira Deiaut wib

n Architecture Documentation

- Architecture Diagram
Mot presented for ryiew

- Design Documentation
Mot preserted for rview

¢ this is important?
partart s knowledge transfer
bers ol
re phme
devdopment

Caching

Did =

- Configuration Cache
Dizussed, e ALM smclion

- Repeat Read Data Cache

Diel rot diciss, but there & follow up Q)

Customization

@) oo o

== - Configure. Customize
D . ho corceme with estercednative oridk and b
OK totsse Bemic Fomes cha ned when MR- Step

I- Customization
Ciustorsized Uk of the

Why is this important?

+ Canfig Cache i key 1o daily
nner dev loap of makers

- Data cache awareness s aritical
n certain use-cases where data
might appear stale to website
users after the initial viewing

# - Custom Code
m e ¥

Eenwples: Sabinand WAy by Aackims S

- Evakate when 10 Use Server side Liquid agaiss disnt
perceivod pertamance ditteroncs 1o the én Lo

User & Data Security Checklist for Power Pages sites

D 1 Login method is Login Fogeneeded ¥
der Set o ek

Qfable Parmymsions wih Gobalscopears

=t mobe — mview for
= - consolidate
Qo 49
Fio A28 usax Users

b code sh
stort with T

Geographic Residency Limitations

D ot renaw

- Review Geograp hical
Reguirements for this solution
Died not discuss

Load Testing

- Load Testing Performed
L1

- Load Testing Flanned
Eizsssed providing ma infanvatior
e of X0 2005 ok yeR completec

- Current ALM Usage
Gid notreview

- ALM via PAC CU
d notrevew

- ALM via Seluticns

i ot review

Custom Integrations

Q i Congem

- Custern Integrations
Do
POIF peneration & amachment
Contoso AP Foo
Anure SCL 1o Virual Table

250 COCUMGN nything nok cut of the ba for ke

Wihy is this important?

- There is no SLA on final
performance of resulting
projects due te configuration
and custormization possibilities
- no one web page is same.

« See Cloud Capacity section

Why is this important?

« It's vital for developer
productivity

+ Ao source control is Crtical to
be able tarevert badk ar kok
at code changes awver time

Users and Licensing

Security Testing (Web App Security)

- Pages Deep Scan
(Preview 2024)
Pt Bevimwed

? Party / Own TSec Scanning

Bid not dicuss in the meview

User Identity

@

- User Identity Previders
AR B2C

- Lecal Auth
Motusing

Al Capabilities

Did

ilities * S

rherrt B Dty “Ger

3 Form Al msstaree

e Pages Al Sun

Why is this important?

- Settings like X-HTTP-FRAME and
other X55 settings need to be setup
to meet modern seourity postures.

+ Have ample time_ Addressing some
of these items might take time
[research/und erstand, remediate.
re-scan review results, meetings)

Why is this important?

- A real IdP is best for all users

- Local Authentication will be
deprecated in future by
Microscft and is not a real IdP
which ancther website can re-
use

ek It BT hoar

+ Why this matters?




The 4 things are to review in each site are:

. What ways can a user login (or not)

. What users get to do right away

. What tables have full Global access
. Web APl enabled & which columns







e Set up Power Pages security

47 min « Module « 6 Units

&y Feedback

Intermediate App Maker Functional Consultant Developer Microsoft Power Platform Power Pages

® Note
App in a Day instructor-led training
Continue your learning journey with the App_in a Day instructor-led workshop &'. This course

provides hands-on experience for building custom apps! Browse training_events'.

The concept of exposing Microsoft Dataverse on a public webpage is appealing for addressing

numerous business requirements. However, careful consideration is necessary to avoid exposing

private or sensitive data. This module focuses on helping you learn about and set up website security

to protect static and dynamic content and limit visibility to specific audiences.

This module helps prepare you for Exam PL-200: Microsoft Power Platform Functional Consultant.

Set up Power Pages securitylraining | Microsoft Learn

Tutorial: Display data securely on your site | Microsoft Learn


https://learn.microsoft.com/en-us/power-pages/getting-started/tutorial-display-data-securely
https://learn.microsoft.com/en-us/training/modules/power-pages-configure-security/?source=recommendations

Theoretical & Practical Hands on Lab

Description

With Power Pages apart of the Power Platform - anyone
can build an enterprise trusted and secure low-code
website quickly. This hands-on workshop with labs is
designed for advanced makers and pro developers to
understand how extend Power Pages sites with custom
code and leverage more advanced product capabilities
and features.

Objectives

* Configure Site Content
* Configure Site Security
* Extend the core product functionality with code as an
advanced maker or pro developer.
© Understand Pro Developer tooling options
o Understand Liquid Templates
© Understand how to leverage HTML/CSS and
JavaScript
© Understand Concepts of the Power Pages Web API

QOutcomes

® Learners will be able to understand core capabilities of
Power Pages and Dataverse by successfully extending a

data driven website by leveraging Power Platform
Developer tools.

* Learners will be able to identify when their organizations

can benefit from using Power Pages sites for their
business use cases.

* Learners will have a better understanding of extending
vs configuring or going completely custom code route.

Requirements

This course has been designed for advanced makers and pro-

developers who have some experience building apps and websites.
Some experience with Power Apps and Power Pages can give you an

advantage in navigating the labs, but it is not required.
Power Apps In a Day! training:
https://aka.ms/AppInADay

‘Power Pages In a Day' training:
https://aka.ms/PowerPagesInADay

Duration: 1 Day [Remote / Onsite
Difficulty: 200 - 300

Course Material

Introduction & Agenda

Prerequisites (Strongly Recommended to complete this setup pre-
work)

Module 01: Getting Started with Power Pages development
Module 02: Getting Started with Power Pages Developer Tools
Module 03: Build Wizard Driven Processes with Multi Step Forms
Module 04: Extend Forms with Client-Side JavaScript

Module 05: Extend Pages Components with Liquid + JavaScript
Module 06: Dynamically Render Data Components with Liquid
Module 07: Query Data with Liquid Fetch XML as Custom Site
Component

Module 08: Perform CRUD Data Operations with Web API Part 1
Module 09: Perform CRUD Data Operations with Web API Part 2
Module 10: Leverage Reusable PCF Code Components Controls

CONTOSO COFFEE
U S e C a s e Perfection is brewing. s
Contoso Coffee is a distributor for coffee and espresso machines.
Contoso is partnered with several different supplier companies. When
an order is placed, the supplier either emails or calls Contoso Coffee's
office to update order statuses and confirm a shipping date.

Contoso needs a portal where their suppliers can login and update
machine orders themselves and for direct consumers to submit
purchase requests as an individuals.

In this workshop, attendees will build Contoso Coffee's supplier portal
using Power Pages.

** Contoso Coffee is a fictitious use case company for lab purposes.

Participants P Ri ded Skills
* Advanced Makers * Understanding of Power Platform
* Pro Code Developers * Experience with Dataverse Concepts:
Time Commitment Tables, Forms, Views, Relationships,
Cloud Flows

* One full-day engagement
* Basic Web Development Concepts

Technical Participant Delivery Requirements
* Google Chrome or Microsoft Edge (latest version recommended)
* Windows 10 or later, macOS 10.13 or later
* Machine or access permissions to install Power Platform Dev tools

Power Pages
PRO Dev

In a Day
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T cacheis clearedT
youl Y Unhave toclick on «Desktop»

Some new
things that |

1 WebAPpermlssmnfoIIows the permissionsof the loggedin user
Tsoyoul Y UhéedaspecificwebroleforitT
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learned from
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il Performancewill increasein Prod vs. Test but not enoughto fix
bad dataretrievalpractices




Learn / Power Platform / Power Pages /

Power Pages white papers

Article « 17/10/2023 » 4 contributors ¢ Feedback

White papers provide information about Power Pages at a deeper level. Here you can find a list of available white papers

for Power Pages.

. Expand table

White paper Description Date

Architecture This white paper provides a comprehensive view of the capabilities of the Power Pages platform. It October
white paper describes the architectural elements that enable Power Pages to scale, offer high reliability and 2022
availability, and protect business data to offer enterprise grade compliance and security.

Security white This white paper describes how Power Pages offers enterprise grade security and the tools and
paper capabilities it offers for administrators and makers to harden security for their external applications.

See also

Power Platform white papers

Power Pages white papers | Microsoft Learn



https://learn.microsoft.com/en-gb/power-pages/guidance/white-papers/

BT Microsoft

Introduction
to Table

o Basics of Data Security
Permissions & User Identity in

WebRoles Power Pages
User ldentity

Microsoft Power Pages
© 2022 | All Rights Reserved

Introduction to Table Permissions, Web Roles, User Identity | Microsoft Power Pages


https://www.youtube.com/watch?v=AhHe-yRdU_I

Standard Sign-in flow:

Sign in or sign up Token matches Contact

via identity provider with identity provider mapping

|dentity
Strategy
for

Redirected back
to Power Pages

Power Pages

To configure the external identity provider, please refer to the following docs.

* https://learn.microsoft.com/en-us/power-apps/maker/portals/configure/configure-portal-authentication
* https://learn.microsoft.com/en-us/power-apps/maker/portals/configure/use-simplified-authentication-configuration

Registration Flow: After selecting the identity provider (derived from the type of audience), the next step is to define the registration

flow. There are a few options available to register the users.

from Dynamics
* Authentication/Registration/OpenRegistrationEnabled - true F aStTraC k

This is the most common for B2C portals like creating a portal for external customers. In this approach any user can login to portal if
they have a valid account with the identity provider used. For example, If Facebocok is enabled as auth provider, anyone with Facebook

ID can login or they can register a new account of Facebook and register.

Open Registration: Any one can visit the Power Pages and register themselves using the identity provider registration flow. The

following site setting would enable the open registration.

Identity Strategy for Power Pages


https://community.dynamics.com/blogs/post/?postid=1dd4444c-2602-4600-b34e-736b2be52b75
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Power Pages differentiation in Power Platform

User audience needs and their respective options

Historically requires traditional
application development, few
ready-made solutions

Workplace productivity
Low Code Citizen Dev
Ready-made solutions

Public/Anonymous

External Users al EXternaI Internal %
Customers, U insid
Partners, il v
S . organization
LRRICES “Tenant users”
Vendors, etc. .l
Power BI

Able to address all user audiences:

- & A

Power Pages Copilot Studio Power Bl Embedded

Public/Anonymous
External Users

Internal Users

» ¢

Power Automate  Power Apps

B J

Dynamics 365 Office 365






